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OneTrack  
 
Solution Terms & Conditions [Software Service] 

  
These Standard Terms and Conditions, together with any additional reference documents, are incorporated into the Order Form 
separately executed by Intelligent Flying Machines, Inc. (“OneTrack”), a Delaware corporation, and the “Client” signatory to such Order 
Form, and collectively form the “Agreement” as defined and described in the Order Form. In the event of any conflict between the Terms 
and Conditions and Order Form, these Terms and Conditions shall control unless the Order Form explicitly references the modified 
provision. 
  
WHEREAS, OneTrack provides access to the OneTrack Solution as defined below to its clients; and  
   
WHEREAS, Client desires to access the OneTrack Solution, and OneTrack desires to provide Client access to the OneTrack Solution, 
subject to these terms & conditions.  
   
NOW, THEREFORE, in consideration of the mutual covenants, terms, and conditions set forth herein, and for other good and valuable 
consideration, the receipt and sufficiency of which are hereby acknowledged, and intending to be legally bound, the Parties agree: 
  

1. Definitions.  
(a) “Aggregated Statistics” means data and information related to Client’s use of the Solution that is used by 

OneTrack in an aggregate and anonymized manner such that it cannot be used to identify Client or any individual, 
including to compile statistical and performance information related to the provision and operation of the Solution. 

(b) “Authorized User” means Client’s employees, consultants, contractors, and agents who are authorized by Client 
to access and use the OneTrack Platform under the rights granted to Client pursuant to this Agreement. An 
Authorized User shall not include vendors, Clients of Client, suppliers to Client, any party which is providing 
competing products or solutions to the OneTrack Solution, or any third party (whether acting through Client or 
otherwise) that could reasonably be anticipated to gain competitive advantage from access to the Solution, unless 
specifically and individually agreed to in writing by OneTrack in its sole and absolute discretion. 

(c) “Client Data” means, other than Aggregated Statistics, information, data, and other content, in any form or medium, 
that is submitted, posted, or otherwise transmitted by Client or an Authorized User through the Solution.  

(d) “Client Site(s)” means a particular location identified in an Order Form that is owned or operated by the Client.  
(e) “Documentation” means OneTrack’s user manuals, handbooks, and guides relating to the Solution provided by 

OneTrack to Client either electronically or in hard copy form, as well as any end user documentation relating to the 
Solutions.  

(f) ”OneTrack IP” means and includes (i) the Solution, (ii) the Documentation, (iii) the Aggregated Statistics, (iv) any 
information, data, or other content derived from OneTrack’s monitoring of Client’s access to or use of the Solution 
(other than any Client Data), and (v) any and all content, data, outputs, materials, or information of any kind or nature 
that is provided by OneTrack or through the use of the Solution to Client or any Authorized User in connection with 
the foregoing (other than Client Data).  

(g) “OneTrack Platform” means the web and mobile dashboard, email and SMS messaging system, and any other 
software and related tools that provide access to data captured by OneTrack Equipment.  

(h) “OneTrack Solution” or “Solution” means the solution provided in an Order Form, as such Solution may change 
from time-to-time (provided that any such changes shall be made uniformly across all of OneTrack's clients). 

(i) “Third-Party Products” means any third-party products described in an Order Form provided with or incorporated 
into the Solution.  

(j) “Order Form” means any order, quote, or invoice that references this Agreement, that outlines any particular 
Solution to be provided by OneTrack, that sets forth the amounts to be paid by Client for such solutions, and that 
has been accepted by both Parties.   

  
2. Access and Use.  

(a) Nature of Relationship. The parties acknowledge and agree that, as of the execution of this Agreement, Client has 
elected only to use the OneTrack Platform standing alone (without use of any OneTrack physical hardware).  

(b) Provision of Access. Subject to and conditioned on Client’s payment of Fees and compliance with all other terms 
and conditions of this Agreement, OneTrack hereby grants Client a limited, non-exclusive, non-sublicensable, non-
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transferable (except in compliance with Section 13(h)) right to access and use the Solution during the Term, solely 
for use in accordance with the terms and conditions herein. Such use is limited to Client’s internal use. OneTrack 
shall provide Client access to the OneTrack Platform for Authorized Users solely through the necessary passwords 
and network links or connections. Client shall be solely liable for any use of the Solution with Client’s passwords, 
network links or connections.   

(c) Documentation License. Subject to the terms and conditions contained in this Agreement, OneTrack hereby grants 
to Client a non-exclusive, non-sublicensable, non-transferable license to use the Documentation during the Term 
solely for Client’s internal business purposes in connection with its use of the Solution.  

(d) Use Restrictions. Client shall not use the Solution for any purposes beyond the scope of the access granted in this 
Agreement. Client shall not at any time, directly or indirectly, and shall not permit any Authorized Users to: (i) copy, 
modify, or create derivative works of the Solution or Documentation, in whole or in part; (ii) rent, lease, lend, sell, 
license, sublicense, assign, distribute, publish, transfer, or otherwise make available the Solution or Documentation 
to any third party; (iii) reverse engineer, disassemble, decompile, decode, adapt, or otherwise attempt to derive or 
gain access to any software component (including any source code) or databases of the Solution, in whole or in 
part; (iv) remove any proprietary notices from the Solution or Documentation; (v) use the OneTrack IP to build a 
product or service using similar ideas, features, functions, or graphics of the Solution; (vi) use any of the OneTrack 
IP or any outputs from the Solution in connection with a machine learning or artificial intelligence system other than 
the Solution; or (vii) use the Solution or Documentation in any manner or for any purpose that infringes, 
misappropriates, or otherwise violates any intellectual property right or other right of any person, or that violates any 
applicable law.  

(e) Reservation of Rights. OneTrack reserves all rights not expressly granted to Client in this Agreement. Except for the 
limited rights and licenses expressly granted under this Agreement, nothing in this Agreement grants, by implication, 
waiver, estoppel, or otherwise, to Client or any third party any intellectual property rights or other right, title, or 
interest in or to the OneTrack IP.  

(f) Rules and Regulations. Client's access to and use of the Solution shall at all times be subject to OneTrack's rules, 
regulations, policies, and procedures applicable to the Solution, as the same may be amended, supplemented, or 
otherwise modified by OneTrack from time-to-time. OneTrack shall use commercially reasonable efforts to provide 
Client with reasonable prior notice of any material changes to such rules and regulations. Client's continued use of 
the Solution following notice of any such changes shall constitute Client's acceptance thereof. 

(g) Suspension. Notwithstanding anything to the contrary in this Agreement, OneTrack may temporarily suspend 
Client’s and any Authorized User’s access to any portion or all of the Solution if: (i) OneTrack reasonably determines 
that (A) there is a threat or attack on any of the OneTrack IP; (B) Client’s or any Authorized User’s use of the 
OneTrack IP disrupts or poses a security risk to the OneTrack IP or to any other Client or vendor of OneTrack; (C) 
Client, or any Authorized User, is using the OneTrack IP for fraudulent or illegal activities; (D) subject to applicable 
law, Client has ceased to continue its business in the ordinary course, made an assignment for the benefit of 
creditors or similar disposition of its assets, or become the subject of any bankruptcy, reorganization, liquidation, 
dissolution, or similar proceeding; or (E) OneTrack’s provision of the Solution to Client or any Authorized User is 
prohibited by applicable law or (ii) any vendor of OneTrack has suspended or terminated OneTrack’s access to or 
use of any third-party services or products required to enable Client to access the Solution, collectively known as a 
“Service Suspension”; OneTrack shall use commercially reasonable efforts to provide written notice of any Service 
Suspension to Client and to provide updates regarding resumption of access to the Solution following any Service 
Suspension. OneTrack shall use commercially reasonable efforts to resume providing access to the Solution as 
soon as reasonably possible after the event giving rise to the Service Suspension is cured. OneTrack will have no 
liability for any damage, liabilities, losses (including any loss of data or profits), or any other consequences that 
Client or any Authorized User may incur as a result of a Service Suspension. Client shall remain obligated to pay all 
fees during any Service Suspension period, except that if the Service Suspension exceeds seventy-two (72) 
consecutive hours and is not caused by Client's breach of this Agreement or actions or omissions, Client shall 
receive a pro-rata credit for the period of suspension exceeding seventy-two (72) hours. 

(h) Aggregated Statistics. Notwithstanding anything to the contrary in this Agreement, OneTrack may monitor Client’s 
use of the Solution and collect and compile Aggregated Statistics. As between OneTrack and Client, all right, title, 
and interest in Aggregated Statistics, and all intellectual property rights therein, belong to and are retained solely by 
OneTrack. Client acknowledges that OneTrack may compile Aggregated Statistics based on Client Data input into 
the Solution. Client agrees that OneTrack may (i) make Aggregated Statistics publicly available in compliance with 
applicable law, and (ii) use Aggregated Statistics to the extent and in the manner permitted under applicable law; 
provided that such Aggregated Statistics do not identify Client by name or Client’s Confidential Information as 
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specifically designated in writing by Client. Client recognizes and agrees that, as a result of such use of Aggregated 
Statistics, the Solution could reproduce elements of such data in outputs provided to OneTrack’s other Clients. 

(i) Machine Learning; Client Decisions. Aggregated Statistics may be used and processed to develop, train, or enhance 
artificial intelligence or machine learning models that are part of OneTrack’s products and services, including third-
party components of the Solution. Due to the nature of artificial intelligence and machine learning, information 
generated by these features may be incorrect or inaccurate and may contain hallucinations, unintended biases, or 
other errors. Solution features that include artificial intelligence or machine learning models are not human and are 
not a substitute for human oversight. Client must select appropriate inputs and criteria and verify the Solution 
output’s accuracy before relying on it for business, safety, security, or employment decisions.  Client acknowledges 
that it remains solely liable for all decisions, actions or inaction, or selection of inputs, criteria, and thresholds 
involving the use of the Solution or which are based on or incorporate any Solution outputs and for complying with 
all applicable laws, regulations, orders, or safety guidelines regarding Client’s business, employment decisions, and 
the safety or security of its operations.  Client further acknowledges that OneTrack shall have no duty to follow-up 
or to warn Client regarding (i) any data collected through the use of the OneTrack Solution; or (ii) any decision by 
the Client to act or not to act based on or incorporating any Solution outputs, including with respect to any safety, 
security, employment, or business decisions. 

(j) Data Processing. OneTrack agrees to process all data arising under this Agreement in accordance with the Data 
Processing Addendum attached hereto as Exhibit A. 

  
3. Client Responsibilities.  

(a) General. Client is responsible and liable for all access to and use of the Solutions and Documentation by Client, the 
Authorized Users, or any other person or entity using credentials provided to Client, whether such access or use is 
permitted by or in violation of this Agreement. Without limiting the generality of the foregoing, Client is responsible 
for all acts and omissions of Authorized Users, and any act or omission by an Authorized User that would constitute 
a breach of this Agreement if taken by Client will be deemed a breach of this Agreement by Client. Client shall use 
reasonable efforts to make all Authorized Users aware of this Agreement’s provisions as applicable to such 
Authorized User’s use of the Solutions, and shall cause Authorized Users to comply with such provisions.  

(b) Third-Party Products. OneTrack may from time to time make Third-Party Products available to Client. For purposes 
of this Agreement, such Third-Party Products are subject to their own terms and conditions and the applicable flow 
through provisions, and OneTrack is not responsible for, and disclaims any representations, warranties, and 
liabilities, arising out of or related to the Third-Party Products. If Client does not agree to abide by the applicable 
terms for any such Third-Party Products, then Client should not install or use such Third-Party Products.  

  
4. Service Levels and Support.  

(a) Service Levels.  As of the effective date, OneTrack will use commercially reasonable efforts to make the Solution 
available 24 hours a day, seven days per week, 365 days per year, except for unavailability that may result from a 
Force Majeure Event as provided in Section 12 of this Agreement and regularly scheduled maintenance windows 
(“Permissible Downtime Events”).  Subject only to downtime caused by Permissible Downtime Events, OneTrack 
will use commercially reasonable efforts to ensure the aggregate total availability during any one calendar month is 
not below 95%.  

(b) Problem Definitions and Response Time; Support Requests.  Standard problem definitions and response times shall 
apply to the Service. OneTrack shall perform services for Support Requests according to the Acknowledgement 
Time, Response Time and Schedule documented in the OneTrack Service Level & Support Process document 
attached hereto as Exhibit B.  

 
5. Fees and Payment.   

(a) Upon execution of an Order Form, OneTrack will invoice Client, and Client will pay OneTrack all amounts set forth 
as defined in the Order Form throughout the Term.   

(b) Client shall pay all invoices within thirty (30) days of the invoice date.  Except as otherwise set forth herein, all 
amounts paid are nonrefundable and Client will have no right to setoff any amounts due under this Agreement.  
OneTrack shall have the right to combine invoicing and issue a single invoice to Client combining all Order Forms.  
All amounts payable to OneTrack are the Confidential Information of OneTrack.   

(c) Fees are exclusive of, and Client is responsible for shipping costs, duties and taxes (including any value added tax 
or duties which shall be paid by the Client, if applicable) at the rate and in the manner for the time being prescribed 
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by law). If OneTrack is obligated to pay any taxes on Client’s behalf, such taxes shall be invoiced to and paid by 
Client within thirty (30) days of the receipt of the invoice.    

(d) Invoices shall be deemed approved by Client unless disputed within thirty days of the invoice date, and in the event 
of a dispute Client agrees to timely pay the undisputed portion. OneTrack’s acceptance of such partial payment shall 
not waive any of its rights as to the remaining balances nor in any way constitute accord and satisfaction.  

(e) In the event any amount due is not timely paid, Client shall reimburse OneTrack for all reasonable costs of collection, 
including but not limited to reasonable attorney fees and court costs.  Any overdue amounts shall accrue interest at 
the lesser of 1.5% per month or the highest rate allowed by law.  OneTrack reserves the right to terminate or suspend 
access to the Solution upon notice in the event of late payment or a disputed payment which is not resolved within 
thirty days of receipt of written notice of the dispute.   

(f) If Client elects to submit a purchase order, any additional or conflicting terms contained in such order are hereby 
rejected unless separately agreed to in writing by the Parties.  

  
6. Confidential Information.  

(a) From time to time during the Term, either Party may disclose or make available to the other Party information about 
its business affairs, products, confidential intellectual property, trade secrets, third-party confidential information, 
and other sensitive or proprietary information, whether orally or in written, electronic, or other form or media/in written 
or electronic form or media, whether or not marked, designated or otherwise identified as “confidential” (collectively, 
“Confidential Information”). Confidential Information does not include information that, at the time of disclosure is: 
(i) in the public domain; (ii) known to the receiving Party at the time of disclosure; (iii) rightfully obtained by the 
receiving Party on a non-confidential basis from a third party; or (iv) independently developed by the receiving Party. 
The receiving Party shall not disclose the disclosing Party’s Confidential Information to any person or entity, except 
to the receiving Party’s employees who have a need to know the Confidential Information for the receiving Party to 
exercise its rights or perform its obligations hereunder. All OneTrack IP is and shall be the Confidential Information 
of OneTrack. For the avoidance of doubt, OneTrack may retain any Client Data solely as incorporated within the 
Aggregated Statistics in de-identified form that cannot reasonably be used to identify Client or any individual, and 
such de-identified Aggregated Statistics shall not constitute Client's Confidential Information. 

(b) Notwithstanding the foregoing, each Party may disclose Confidential Information to the limited extent required (i) in 
order to comply with the order of a court or other governmental body, or as otherwise necessary to comply with 
applicable law, provided that the Party making the disclosure pursuant to the order shall first have given written 
notice to the other Party and made a reasonable effort to obtain a protective order; or (ii) to establish a Party’s rights 
under this Agreement, including to make required court filings.  

(c) Each Party’s obligations of non-disclosure with regard to Confidential Information are effective as of the Effective 
Date and will expire five years from the date first disclosed to the receiving Party; provided, however, with respect 
to any Confidential Information that constitutes a trade secret (as determined under applicable law), such obligations 
of non-disclosure will survive the termination or expiration of this Agreement for as long as such Confidential 
Information remains subject to trade secret protection under applicable law.  

(d) Upon the termination or expiration of this Agreement for any reason, or at any time upon written request of the 
disclosing Party, the receiving Party shall, at its election, either promptly (i) return to the disclosing Party all copies, 
whether in written, electronic, or other form or media, of the disclosing Party’s Confidential Information, or (ii) destroy 
all such copies and certify in writing to the disclosing Party that such Confidential Information has been destroyed. 
The receiving Party shall not keep any copies thereof (provided that, for the avoidance of doubt, OneTrack may 
retain any Client Data to the extent the same is incorporated within and constitutes Aggregated Statistics). 

  
7. Intellectual Property, Ownership; Privacy, Feedback.  

(a) OneTrack Intellectual Property. Client acknowledges that, as between Client and OneTrack, OneTrack owns all 
right, title, and interest, including all intellectual property (“IP”) rights, in and to the OneTrack IP.  OneTrack does not 
convey any proprietary interest in or to the Solution set forth in this Agreement.    

(b) Client Data. OneTrack acknowledges that, as between OneTrack and Client, Client owns all right, title, and interest, 
including all intellectual property rights, in and to the Client Data. Client hereby grants to OneTrack (i) a non-
exclusive, royalty-free, worldwide license to reproduce, distribute, and otherwise use and display the Client Data 
and perform all acts with respect to the Client Data as may be necessary for OneTrack to provide the Solution to 
Client, and (ii) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license to reproduce, distribute, 
modify, and otherwise use and display Client Data incorporated within the Aggregated Statistics in de-identified form 
that cannot reasonably be used to identify Client or any individual.  
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(c) Feedback. Client or any of its employees or contractors may send or transmit communications or materials to 
OneTrack by mail, email, telephone, or otherwise, suggesting or recommending changes to the OneTrack IP, 
including without limitation, new features or functionality relating thereto, or any comments, questions, suggestions, 
or the like (”Feedback”). OneTrack is free to use such Feedback without any attribution or compensation to any 
party, any ideas, know-how, concepts, techniques, or other intellectual property rights contained in the Feedback, 
for any purpose whatsoever, irrespective of any other obligation or limitation between the Parties governing such 
Feedback, although OneTrack is not required to use any Feedback.  

  
8. Warranty.  

(a) OneTrack warrants to Client that the Solution shall operate in material conformance with its published specifications. 
OneTrack further warrants that Client’s use of the Solution solely as provided by OneTrack and solely in accordance 
with all instructions therefore will not, as of the date of this Agreement, knowingly infringe the intellectual property 
rights of any third party.  

(b) The foregoing warranties shall not apply if (a) the Solution is modified at Client’s request (other than configurations 
by OneTrack); (b) the non-conformity was not caused by OneTrack; (c) Client has misused the Solution (including 
any use the Service not in conformance with instructions therefor or used the Solution for a purpose not specified 
by OneTrack); (d) Client is in material breach of this Agreement; (e) the non-conformity is caused by the combination 
or use of the Solution with any equipment, products, software, services, or content not provided by OneTrack 
(including if caused by any Client Data); (f) any instruction, information, designs or other materials (including any 
Client Data) furnished by Client to OneTrack hereunder; and/or (g) Client continues any allegedly infringing activity 
after Client has been notified by OneTrack of the infringing activity and after Client has been provided with remedies 
that would avoid the alleged infringement.  

(c) THE FOREGOING WARRANTIES ARE OneTrack’s ONLY WARRANTIES CONCERNING THE SOLUTION 
(INCLUDING THE SERVICES, SOFTWARE AND ALL COMPONENTS THEREOF), AND OneTrack HEREBY 
DISCLAIMS ALL OTHER WARRANTIES AND REPRESENTATIONS, EXPRESS OR IMPLIED, ARISING OUT OF 
OR RELATED TO THIS AGREEMENT OR THE OneTrack SOLUTION, INCLUDING BUT NOT LIMITED TO ANY 
WARRANTIES OF MERCHANTABILITY, NON INFRINGEMENT AND FITNESS FOR A PARTICULAR PURPOSE 
AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF DEALING OR USAGE OF TRADE, TO THE 
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW. WITHOUT LIMITING THE FOREGOING, OneTrack 
MAKES NO WARRANTY OF ANY KIND THAT THE SOLUTION, DOCUMENTATION, OR ANY PRODUCTS OR 
RESULTS OF THE USE THEREOF, WILL MEET CLIENT'S OR ANY OTHER PERSON'S REQUIREMENTS, 
OPERATE WITHOUT INTERRUPTION, ACHIEVE ANY INTENDED RESULT, BE COMPATIBLE OR WORK WITH 
ANY SOFTWARE, SYSTEM, OR OTHER SERVICES, OR BE SECURE, ACCURATE, COMPLETE, FREE OF 
HARMFUL CODE, OR ERROR FREE. ALL THIRD-PARTY PRODUCTS ARE PROVIDED "AS IS" AND ANY 
REPRESENTATION OR WARRANTY OF OR CONCERNING ANY THIRD-PARTY PRODUCTS IS STRICTLY 
BETWEEN CLIENT AND THE THIRD-PARTY OWNER OR DISTRIBUTOR OF THE THIRD-PARTY PRODUCTS. 
TO THE MAXIMUM EXTENT PERMITTED UNDER APPLICABLE LAW, OneTrack DISCLAIMS ANY AND ALL 
WARRANTIES TO CLIENT OR ANY THIRD PARTY REGARDING COMPLIANCE WITH DATA PROTECTION OR 
PRIVACY LAWS, GUIDELINES OR RULES.  

(d) Client represents, warrants, and covenants to OneTrack that Client owns or otherwise has and will have the 
necessary rights and consents in and relating to data collected through the use the Solution (including but not limited 
to the Client Data) so that, as received by OneTrack and processed in accordance with this Agreement, they do not 
and will not infringe, misappropriate, or otherwise violate any intellectual property rights, or any privacy or other 
rights of any third party, or violate any applicable law, regulations, or orders, or cause a breach of any agreement 
or obligations between the Client and any third party.  Client further represents, warrants, and covenants to 
OneTrack that it shall not use the OneTrack Solution in any manner or for any purpose that violates any applicable 
law, regulation or order. 

 
9. Indemnification.  

(a) OneTrack agrees to indemnify, defend and hold Client and its employees, directors, officers and agents harmless 
against any claim, liability, damages, losses, judgment, and other expenses including reasonable attorney’s fees 
and court costs (each a "Liability") arising out of or resulting from any third party claims made or proceedings brought 
against Client to the extent that such Liability arises as a result of (a) OneTrack's breach of its representations, 
warranties, or obligations under this Agreement; or (b) OneTrack's gross negligence or willful misconduct.  
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(b) Client agrees to indemnify, defend and hold OneTrack and its employees, directors, officers and agents harmless 
against any Liability arising out of or resulting from any third party claims made or proceedings brought against 
OneTrack to the extent such Liability arises as a result of (a) Client’s breach of its representations, warranties, or 
obligations under this Agreement; (b) Client’s gross negligence or willful misconduct, (c) the Client Data, or (d) 
Client’s misuse of the Solution.   

(c) A Party seeking indemnification hereunder shall promptly notify the other Party in writing of a third party claim or suit 
upon which it intends to base a request for indemnification and shall provide reasonable cooperation (at the 
indemnifying Party's expense).  No settlement or compromise shall be binding on a Party hereto without its prior 
written consent, not to be unreasonably withheld.  Prior to giving a notice of a claim for indemnification, the 
indemnified Party shall make a good faith investigation into the claim to determine that the indemnifying Party is at 
fault, and shall provide, with written notice, a report of such investigation specifying the methods used and the results 
obtained.  

(d) In the event of an infringement claim against Client with respect to its use of the Solution, or if OneTrack reasonably 
believes that a claim is likely to be made, OneTrack, at its option, may: (a) modify the Solution so that they are non-
infringing but still comply in all material respects with their applicable documentation; (b) replace the Solution with 
non-infringing functional equivalents; (c) obtain for Client the right to use the Solution upon commercially reasonable 
terms at OneTrack’s sole expense; or (d) if the three preceding remedies prove commercially impractical, remove 
the applicable component part of the Solution at issue, terminate the applicable portion of the subscription cost 
therefor, and refund to Client a pro-rata portion of any prepaid subscription fees for the applicable component part 
of the Solution that is the subject of such a claim.  

(e) OneTrack shall have no obligations or liability under this Agreement for any infringement or misappropriation claim 
resulting from any of the exclusions set forth in Section 8(b).  

  
10. Limitations of Liability.   

THE MAXIMUM AGGREGATE LIABILITY OF OneTrack, ITS AGENTS, DIRECTORS AND OFFICERS, AND CLIENT’S 
EXCLUSIVE REMEDY FOR ANY CLAIM ARISING IN CONNECTION WITH THIS AGREEMENT, REGARDLESS OF THE 
FORM OF ACTION, WHETHER IN CONTRACT, TORT OR OTHERWISE, SHALL BE LIMITED TO AN AMOUNT EQUAL 
TO THE SUBSCRIPTION FEES FOR THE SOLUTION PAID BY CLIENT IN THE SIX MONTHS PRIOR TO THE CLAIM 
(THE “LIABILITY CAP”).  IN NO EVENT SHALL OneTrack, ITS AGENTS, DIRECTORS OR OFFICERS BE LIABLE FOR 
ANY LOST DATA OR CONTENT, LOST PROFITS, BUSINESS INTERRUPTIONS, TELECOMMUNICATIONS AND 
INTERNET INTERRUPTIONS OR FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, EXEMPLARY OR 
PUNITIVE DAMAGES ARISING OUT OF OR RELATING TO THE SOLUTION OR ANY OTHER OneTrack IP PROVIDED 
UNDER THIS AGREEMENT, EVEN IF OneTrack HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, 
AND NOTWITHSTANDING THE FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED REMEDY.  CLIENT 
ACKNOWLEDGES THAT WITHOUT THESE DISCLAIMERS AND LIMITATIONS SET FORTH IN SECTIONS 8 AND 10, 
THE COST OF THE SOLUTION WOULD HAVE BEEN SUBSTANTIALLY GREATER OR OneTrack WOULD NOT HAVE 
ENTERED INTO THIS AGREEMENT.   

  
 

11. Term and Termination.  
(a) Term. The term of this Agreement shall commence on the date the Solution is first made available to Client pursuant 

to an Order Form (the "Effective Date") and shall continue until terminated in accordance with the provisions of this 
Agreement (the "Term"). Unless an Order Form specifies a fixed term or expiration date, each Order Form shall 
automatically renew for successive periods equal to the initial term of such Order Form (or, if no initial term is 
specified, for successive one (1) year periods), unless either Party provides the other Party with written notice of 
non-renewal at least thirty (30) days prior to the end of the then-current term. 

(b) Termination. In addition to any other express termination right set forth in this Agreement: 
(i) OneTrack may terminate this Agreement, effective immediately on written notice to Client, if Client: (A) fails 

to pay any amount when due hereunder, and such failure continues more than 5 days after OneTrack’s 
delivery of written notice thereof; or (B) breaches any of its obligations under Section 2(d) or Section 6;  

(ii) either Party may terminate this Agreement, effective on written notice to the other Party, if the other Party 
materially breaches this Agreement, and such breach: (A) is incapable of cure; or (B) being capable of cure, 
remains uncured 30 days after the non-breaching Party provides the breaching Party with written notice of 
such breach; or  

(iii) either Party may terminate this Agreement, effective immediately upon written notice to the other Party, if the 
other Party: (A) becomes insolvent or is generally unable to pay, or fails to pay, its debts as they become 
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due; (B) files or has filed against it, a petition for voluntary or involuntary bankruptcy or otherwise becomes 
subject, voluntarily or involuntarily, to any proceeding under any domestic or foreign bankruptcy or insolvency 
law; (C) makes or seeks to make a general assignment for the benefit of its creditors; or (D) applies for or 
has appointed a receiver, trustee, custodian, or similar agent appointed by order of any court of competent 
jurisdiction to take charge of or sell any material portion of its property or business.  

(iv) The termination of an individual Order Form will not terminate any other Order Form or this Agreement, unless 
otherwise specified in a properly applicable written notice of termination.  Without prejudice to any other right 
or remedy of OneTrack, in the event either party terminates an order, Client will pay OneTrack all fees due 
and payable upon the effective date of termination.  

(c) Effect of Expiration or Termination. Upon expiration or earlier termination of this Agreement, OneTrack may 
immediately discontinue Client’s and its Authorized User’s access to the Solution, and Client shall immediately 
discontinue use of the OneTrack IP and, without limiting Client’s obligations under Section 6, Client shall delete, 
destroy, or return all copies of the OneTrack IP and certify in writing to OneTrack that the OneTrack IP has been 
deleted or destroyed. No expiration or termination will affect Client’s obligation to pay all Fees that may have become 
due before such expiration or termination, or entitle Client to any refund.   

(d) Survival. This Section 11(d) and Sections 1, 2(g), 2(h), 5, 6, 7, 8, 9, 10, and 13 survive any termination or expiration 
of this Agreement. No other provisions of this Agreement survive the expiration or earlier termination of this 
Agreement, except that the Data Processing Addendum (Exhibit A) shall survive for so long as OneTrack or its Sub 
Processors process Client Data, in accordance with Section 6.4 of Exhibit A, which provision shall control over this 
Section 11(d) solely with respect to data processing obligations.  

  
12. Force Majeure.  

(a) Conditions of Force Majeure. Neither Party shall be liable for failures and delays in performance due to any cause 
or circumstance beyond its reasonable control, including without limitation, any failures or delays in performance 
caused by acts of any State or governmental action, acts of terrorism, freight embargos or quarantine of any type, 
riots, disturbances, war, terrorist attacks, prolonged shortage of energy supplies, epidemics, fire, flood, hurricane, 
tornado, typhoon, earthquake, lightning and explosion, and strikes and lock outs and similar labor disputes, strikes, 
lockouts, fires, acts of God or the public enemy, riots, incendiaries, interference by civil or military authorities, failure 
of communications or information technology systems (including, by way of example and not to be exclusive,  
interruption or failure of telecommunication or digital communication links or hostile network attacks such as 
ransomware and cyberterrorism attacks), epidemics, pandemics including, but not limited to COVID-19 or similar 
matters, or compliance with the laws of the United States of America or with the orders of any governmental authority 
including lock downs or travel bans caused by pandemics (“Force Majeure”).  Force Majeure is triggered if it takes 
place in the United States or anywhere within the world regardless of whether the Parties conduct any business 
transaction where a Force Majeure Event occurs.    

(b) Notice Pursuant to Force Majeure.  A Party invoking Force Majeure shall provide to the other Party confirmation of 
the existence of the circumstances constituting Force Majeure.  Upon giving notice to the other Party, a Party 
affected by an event of Force Majeure shall be released, without any liability, from the performance of its obligations 
under this Agreement, except for the obligation to pay any amounts due and owing hereunder, to the extent, and for 
the period that its performance is prevented by the event of Force Majeure, but not for any obligation upon 
termination or expiration of this Agreement.  The Party claiming Force Majeure shall promptly notify the other Party 
of the termination of such event.  

  
13. Miscellaneous.  

(a) Entire Agreement. This Agreement, together with any other documents incorporated herein by reference and all 
related attachments, constitutes the sole and entire agreement of the Parties with respect to the subject matter of 
this Agreement and supersedes all prior and contemporaneous understandings, agreements, and representations 
and warranties, both written and oral, with respect to such subject matter. In the event of any inconsistency between 
the statements made in the body of this Agreement, the related Exhibits, and any other documents incorporated 
herein by reference, the following order of precedence governs: (i) first, this Agreement, excluding its Exhibits; (ii) 
second, the Exhibits to this Agreement as of the Effective Date; and (iii) third, any other documents incorporated 
herein by reference.   

(b) Marketing. Client agrees to collaborate in the development of marketing materials (e.g., case studies, blog posts, 
conference presentations, etc.). Client agrees to allow OneTrack to share Client’s namesake and logo for sales and 
marketing purposes, including on its website, in emails, sales presentations, and other marketing materials.   



 
 

 
OneTrack -  Solution Terms & Conditions        Confidential          Page 8  
85470237 

(c) Notices. All notices, requests, consents, claims, demands, waivers, and other communications hereunder (each, a 
“Notice”) must be in writing and addressed to the Parties at the addresses set forth on the first page of this 
Agreement (or to such other address that may be designated by the Party giving Notice from time to time in 
accordance with this Section). All Notices must be delivered by personal delivery, nationally recognized overnight 
courier (with all fees pre-paid), facsimile or email (with confirmation of transmission) or certified or registered mail 
(in each case, return receipt requested, postage pre-paid). Except as otherwise provided in this Agreement, a Notice 
is effective only: (i) upon receipt by the receiving Party; and (ii) if the Party giving the Notice has complied with the 
requirements of this Section.  

(d) Amendment and Modification; Waiver. No amendment to or modification of this Agreement is effective unless it is 
in writing and signed by an authorized representative of each Party. No waiver by any Party of any of the provisions 
hereof will be effective unless explicitly set forth in writing and signed by the Party so waiving. Except as otherwise 
set forth in this Agreement, (i) no failure to exercise, or delay in exercising, any rights, remedy, power, or privilege 
arising from this Agreement will operate or be construed as a waiver thereof and (ii) no single or partial exercise of 
any right, remedy, power, or privilege hereunder will preclude any other or further exercise thereof or the exercise 
of any other right, remedy, power, or privilege.  

(e) Severability. If any provision of this Agreement is invalid, illegal, or unenforceable in any jurisdiction, such invalidity, 
illegality, or unenforceability will not affect any other term or provision of this Agreement or invalidate or render 
unenforceable such term or provision in any other jurisdiction. Upon such determination that any term or other 
provision is invalid, illegal, or unenforceable, the Parties shall negotiate in good faith to modify this Agreement so 
as to affect their original intent as closely as possible in a mutually acceptable manner in order that the transactions 
contemplated hereby be consummated as originally contemplated to the greatest extent possible.  

(f) Governing Law; Submission to Jurisdiction. This Agreement is governed by and construed in accordance with the 
internal laws of the State of Illinois without giving effect to any choice or conflict of law provision or rule that would 
require or permit the application of the laws of any jurisdiction other than those of the State of Illinois.     

(g) Reference Company.  In consideration for the level of compensation and fees set forth in this Agreement, Client 
agrees that it may act as a reference client for OneTrack in accordance with this section. OneTrack may use Client’s 
name, as a reference in OneTrack’s promotional materials, including, but not limited to, its client lists, brochures, 
and electronic media (collectively the “Promotional Materials”) and the parties may issue a mutually agreed upon 
press release regarding Client’s engagement of OneTrack subject at all times to OneTrack’s confidentiality 
obligations in Section 6.  

(h) Assignment. Client may not assign any of its rights or delegate any of its obligations hereunder, in each case whether 
voluntarily, involuntarily, by operation of law or otherwise, without the prior written consent of OneTrack, which 
consent shall not be unreasonably withheld, conditioned, or delayed. Any purported assignment or delegation in 
violation of this Section will be null and void. No assignment or delegation will relieve the assigning or delegating 
Party of any of its obligations hereunder. This Agreement is binding upon and inures to the benefit of the Parties 
and their respective permitted successors and assigns.  

(i) Export Regulation. Client shall comply with all applicable federal laws, regulations, and rules, and complete all 
required undertakings (including obtaining any necessary export license or other governmental approval), that 
prohibit or restrict the export or re-export of the Solution or any Client Data outside the US.  

(j) US Government Rights. Each of the Documentation and the software components that constitute the Solution is a 
“commercial item” as that term is defined at 48 C.F.R. § 2.101, consisting of “commercial computer software” and 
“commercial computer software documentation” as such terms are used in 48 C.F.R. § 12.212. Accordingly, if Client 
is an agency of the US Government or any contractor therefor, Client only receives those rights with respect to the 
Solution and Documentation as are granted to all other end users, in accordance with (a) 48 C.F.R. § 227.7201 
through 48 C.F.R. § 227.7204, with respect to the Department of Defense and their contractors, or (b) 48 C.F.R. § 
12.212, with respect to all other US Government users and their contractors.  

(k) Equitable Relief. Each Party acknowledges and agrees that a breach or threatened breach by such Party of any of 
its obligations under Section 6 or, in the case of Client, Section 2(d), would cause the other Party irreparable harm 
for which monetary damages would not be an adequate remedy and agrees that, in the event of such breach or 
threatened breach, the other Party will be entitled to equitable relief, including a restraining order, an injunction, 
specific performance and any other relief that may be available from any court, without any requirement to post a 
bond or other security, or to prove actual damages or that monetary damages are not an adequate remedy. Such 
remedies are not exclusive and are in addition to all other remedies that may be available at law, in equity or 
otherwise.  

(l) Counterparts. This Agreement may be executed in counterparts, each of which is deemed an original, but all of 
which together are deemed to be one and the same agreement.  
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EXHIBIT A 
DATA PROCESSING ADDENDUM 

 

This Data Processing Addendum (“DPA”) is incorporated into and forms a part of the Standard Terms and Conditions (“Agreement”) and 
is entered into by and between OneTrack (“OneTrack”), and Client, on its own behalf on and behalf of each Affiliate of Client (referred to 
as “Client”) (each a “Party” and collectively the “Parties”). 

Terms not otherwise defined herein shall have the meaning given to them in the Agreement, unless such term has a specific meaning 
under Data Protection Law (as defined below), in which case the definition under Data Protection Law shall control. With respect to the 
subject matter herein, the following order of precedence shall apply: (i) this DPA, and (ii) the Agreement. 

NOW, THEREFORE, in consideration of the mutual obligations set out herein, the Parties hereby agree that the terms and conditions set 
out below shall be added as an Addendum to the Agreement. 

1. Definitions 

In this DPA, the following terms shall have the meanings: 
1.1 “Controller” shall have the meaning ascribed to it by Data Protection Law or, if there is no such definition in Data Protection Law, it 

means the legal person or entity that, determines the purposes and means of the Processing of Personal Information. 
1.2 "Data Protection Law" means any data protection or privacy laws which apply to OneTrack’s processing of Client Personal Data 

under the Agreement, including implementing regulations and secondary legislation, as each may be amended, replaced, or updated 
from time to time. 

1.3 “Data Subject” means any identified or identifiable natural person as defined by Data Protection Law. 
1.4 “Client Personal Data” means all Client Data that is also Personal Data and which processed or generated by OneTrack pursuant 

to the terms of the Agreement, excluding Aggregated Statistics. 
1.5 “Personal Data ” means (1) any information relating to an identified or identifiable natural person; an identifiable natural person is 

one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural 
or social identity of that natural person and (2) any information deemed “personal information,” “personal data,” or similar term as 
defined under applicable Data Protection Law.  

1.6 “Processing”, “Process” or “Processes” means any operation or set of operations which is performed upon Personal Data or sets 
of Personal Data whether or not by automatic means, such as collection, recording, organization, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction, and as defined by Data Protection Law. 

1.7 “Processor” shall have the meaning ascribed to it by Data Protection Law or, if there is no such definition in Data Protection Law, it 
means the legal person or entity which Processes Personal Data on behalf of the Controller. 

1.8 “Security Incident” means any suspected or confirmed accidental or unlawful destruction, loss, alteration, unauthorized disclosure 
of or access to Client Personal Data. 

1.9 "Sub Processor" means any person engaged by Processor to Process Personal Information in connection with the Agreement. 
1.10 “Sensitive Data” means (a) social security number, passport number, driver’s license number, or similar identifier (or any portion 

thereof); (b) credit or debit card number (other than the truncated (last four digits) of a credit or debit card), financial information, 
banking account numbers or passwords; (c) employment, financial, genetic, biometric or health information; (d) racial, ethnic, political 
or religious affiliation, trade union membership, or information about sexual life or sexual orientation; (e) account passwords, mother’s 
maiden name, or date of birth; (f) criminal history; or (g) any other information or combinations of information that falls within the 
definition of “special categories of data” under GDPR (as defined above) or any other applicable law or regulation relating to privacy 
and data protection. 

1.11 “Services” means any OneTrack products and services, including professional services and services provided on a trial basis or 
otherwise free of charge, provided by OneTrack pursuant to the Agreement and any related statements of work or order forms.   
 

2. Roles of the Parties 
2.1. The Parties agree that unless otherwise agreed by the Parties in writing, for the purpose of Data Protection Law, Client is the 

Controller, and OneTrack is the Processor. OneTrack will Process Client Personal Data in accordance with Client’s instructions set 
forth herein. The lawful basis for OneTrack's processing of Personal Data under this DPA is the performance of the contract between 
the Parties. For any international transfer of Personal, OneTrack may rely on standard contractual clauses, data privacy frameworks, 
or such other transfer mechanism as is recognized and permitted under applicable Data Protection Law, and shall notify Client of the 
transfer mechanism relied upon upon Client's written request. 

2.2. OneTrack certifies that it understands all the restrictions and obligations under applicable Data Protection Laws and shall comply 
with all Data Protection Laws that apply to its Processing of Client Personal Data under the Agreement, including Data Protection 
Laws on collection, sharing and transfer of Personal Data.  

2.3. If OneTrack becomes aware of its inability to meet any obligations under this DPA, OneTrack will promptly and without undue delay 
notify Client whereafter Client may take reasonable and appropriate steps to stop and remediate unauthorized Processing of Client 
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Data. 
 

3. Obligations of Processor 
3.1 OneTrack shall: 

3.1.1 Process Client Personal Data only on Client’s documented instructions, including with regard to international transfers of 
Personal Data, and shall only Process Personal Data as required for the provision of Services;  

3.1.2 ensure that persons authorized to Process Client Personal Data have committed themselves to confidentiality or are under 
an appropriate statutory obligation of confidentiality; 

3.1.3 not retain, use, or disclose Client Personal Data that OneTrack collects for any purpose other than for the provision of 
Services (including retaining, using, or disclosing the Client Personal Data for a commercial purpose); 

3.1.4 not combine Client Personal Data that OneTrack collects with Personal Data it received from another source or from its own 
interaction with the individual unless (i) expressly permitted by Client, or (ii) reasonably necessary for OneTrack to perform 
its security monitoring, fraud detection, or compliance obligations under this DPA or applicable Data Protection Law;  

3.1.5 promptly notify Client of any request it receives from a Data Subject relating to Client Personal Data. OneTrack shall provide 
Client with reasonable cooperation and assistance to enable a response to any Data Subject request relating to Client 
Personal Data. 

3.1.6 make available to Client all information necessary to demonstrate compliance with the obligations under the Agreement and 
applicable Data Protection Law and reasonably cooperate with third party audits and inspections subject to the terms, 
conditions, limitations, and frequency restrictions set forth in Section 5 of this DPA;  

3.1.7 maintain a current and publicly accessible Sub Processor list at http://www.onetrack.ai/subprocessors (the “Sub Processor 
Page”). Client hereby acknowledges and approves OneTrack's use of the Sub Processors listed on the Sub Processor Page 
as of the Effective Date. Client may subscribe to receive notifications of updates to the Sub Processor Page, and OneTrack 
shall post any intended addition or replacement of Sub Processors to the Sub Processor Page at least thirty (30) days prior 
to engaging such Sub Processor. Each posting shall identify the name of the Sub Processor, describe the nature of the 
services to be provided, and the location of the Sub Processor. Client may object to a new or replacement Sub Processor 
within fifteen (15) days of such posting by providing written notice to OneTrack, and the Parties shall cooperate in good faith 
to resolve any such objection. In the event that Client fails to object to any such new or replacement Sub Processor within 
fifteen (15) days of such posting, it shall be deemed that such new Sub Processor is approved and constitutes an Approved 
Sub Processor for all purposes arising hereunder. OneTrack's obligation to provide written notice directly to Client is satisfied 
by timely updating the Sub Processor Page in the manner described herein. 

3.1.8 require of any Sub Processor substantially similar data protection obligations between the Parties, in particular providing 
sufficient guarantees to implement appropriate technical and organizational measures in such a manner that the Processing 
will meet the requirements of Data Protection Law; and 

3.1.9 certify, at the request of the Client but no more frequently than once per year, that One Track understands these restrictions 
and obligations and will comply with them. Delivery of OneTrack's then-current SOC 2 Type 2 report (or equivalent third-
party audit report reasonably acceptable to Client) shall satisfy OneTrack's certification obligation under this Section 3.1.9, 
provided that such report covers the relevant period and the scope of OneTrack's processing activities under this DPA.  
 

3.2 Notwithstanding anything else to the contrary, OneTrack’s use of any Sub-Processor will not relieve, waive or diminish any obligation 
OneTrack has under the Agreement or this DPA and OneTrack is liable for the acts and omissions of any Sub-Processor to the same 
extent as if the acts or omissions were performed by OneTrack. 

 
4. Obligations of Client 
4.1. Client represents and warrants that it is in compliance with all of its obligations under applicable Data Protection Laws to provide 

notice and transparency concerning Processing of Personal Data under the Agreement and in connection with the Services.  
Client agrees to communicate to any relevant individuals any disclosures necessary for One Track’s Processing of Personal Data 
in connection with the Agreement, including by providing a link to One Track’s Privacy Policy and Client’s Privacy Policy and 
providing any other disclosures necessary for the lawful Processing of Personal Data under applicable Data Protection Laws. 

4.2. Client represents and warrants that it has all necessary rights and consents to allow One Track to Process Personal Data so that 
the Client may receive and utilize the Services in accordance with the Agreement, this DPA, and the Data Protection Laws. 

4.3. Client represents and warrants that it provides the ability for Data Subjects to make requests, as required by the Data Protection 
Laws, with respect to OneTrack’s Processing of Client Personal Data for which Client is the Controller. 

4.4. Client agrees to promptly notify OneTrack of any governmental, regulatory or other third party inquiry or complaint concerning 
Client’s use of the Services, unless prohibited by applicable law. 
 

5. Security, Audit and Certifications 
5.1. OneTrack shall have in place appropriate technical and organizational security measures to safeguard Client Personal Data, for the 

protection, security, confidentiality, and integrity of such data as further described in the Agreement. Such measures shall include, 
at minimum: (i) storage and processing of Client Personal Data on cloud servers located in the United States; (ii) use of firewalls 
and data encryption at rest and in transit; (iii) information access authorization controls limiting access to authorized personnel on 

http://www.onetrack.ai/subprocessors
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a need-to-know basis; and (iv) regular monitoring, testing, and evaluation of the effectiveness of such security measures, consistent 
with OneTrack's then-current published security practices. 

5.2. OneTrack will monitor, analyze, and respond to Security Incidents in a timely manner in accordance with OneTrack’s standard 
operating procedure. OneTrack’s security team will escalate and engage teams as may be necessary to address a Security Incident. 
OneTrack shall notify Client of a Security Incident promptly and without undue delay after a determination by OneTrack that a 
Security Incident involving Client Personal Data occurred, excluding unsuccessful log on attempts, probes, pings, port-scans, or 
password-based attacks. In the event of a Security Incident, OneTrack will investigate the Security Incident and use commercially 
reasonable efforts to mitigate the effects of such incident, if any. 

5.3. OneTrack will bear all of its own costs and expenses associated with the performance of its obligations under this DPA, including, 
related to a Security Incident, except to the extent the matter arose from Client's negligence, fraud, willful default, or breach of this 
DPA or the Agreement or misuse of the Services. OneTrack will also reimburse Client for actual, documented, and reasonable direct 
out-of-pocket expenses that Client incurs when responding to a Security Incident caused by OneTrack, including reasonable costs 
of legally required notification and reasonable costs of remediation directly attributable to the Security Incident; provided, however, 
that such reimbursement obligation shall not extend to indirect, consequential, speculative, or uncapped costs, including without 
limitation, credit monitoring programs, reputational remediation, or costs not directly and causally attributable to the applicable 
Security Incident. For the avoidance of doubt, OneTrack's reimbursement obligations under this Section 5.3 shall be subject to the 
liability cap set forth in Section 6.2 of this DPA. 

5.4. At Client’s written request, OneTrack will demonstrate compliance with its obligations under Data Protection Law and this DPA by 
providing Client with: (i) OneTrack's then-current SOC 2 Type 2 report (or equivalent third-party audit report covering the relevant 
scope), and (ii) a reasonable question-and-answer session with OneTrack's relevant personnel, conducted no more than once per 
calendar year, to discuss the findings of such report and OneTrack's data processing practices under this DPA. The foregoing shall 
constitute Client's primary audit mechanism. On-site audits of OneTrack's information systems and facilities shall be limited to 
circumstances where: (A) a confirmed Security Incident has occurred that cannot be reasonably addressed through the SOC 2 report 
and Q&A process; or (B) a government or regulatory authority with jurisdiction over Client has compelled such an audit. Any such 
on-site audit shall be conducted upon not less than thirty (30) days' prior written notice (except in the case of a regulatory compulsion 
where a shorter period is required), during normal business hours, and in compliance with OneTrack's then-current security policies 
and procedures. Client shall bear its own costs and expenses in connection with any audit, except to the extent the audit reveals a 
material breach by OneTrack of its obligations under this DPA. 

5.5. Upon completion of an Audit, and a written request, OneTrack and Client may schedule a mutually convenient time to discuss the 
output of the Audit. If Client identifies a material deficiency between OneTrack’s commitments in the Agreement, and the information 
gathered during an audit, then OneTrack shall take, at its own cost, the necessary corrective actions required to become compliant 
with the Agreement within a mutually agreeable timeframe not less than 60 days, or Client shall be entitled to terminate the Agreement 
and receive a pro-rata credit for any prepaid and unused fees applicable to the remaining subscription period following the effective 
date of termination. The Audit and the results derived therefrom are deemed to be the Confidential Information of Client and 
OneTrack. 

5.6. Upon request by Client, or upon termination of the Agreement, OneTrack will (at Client's election) delete or return to Client all Client 
Personal Data within sixty (60) days of termination of the Agreement or Client's written request. OneTrack shall use commercially 
reasonable efforts to procure, within ninety (90) days of such termination or request, comparable deletion by any Sub Processors 
engaged to process Client Personal Data on OneTrack’s behalf. If OneTrack is required by law to retain any Client Personal Data, 
then OneTrack will isolate and protect Client Personal Data from any further processing except to the extent required by such law 
and shall notify Client of such retention obligation. Upon request, OneTrack will certify to Client in writing that it has fully complied 
with the deletion or return obligations applicable to OneTrack's own systems and, with respect to Sub Processors, will provide 
reasonable written confirmation that it has instructed Sub Processors to delete Client Personal Data in accordance with their 
applicable data processing agreements. 
 

6. Miscellaneous 
6.1. Client acknowledges that Client Personal Data may be transferred to and Processed in the United States or in any other country 

which OneTrack, its Affiliates or Sub Processors are located. 
6.2. OneTrack will indemnify Client from and against all loss, harm, cost (including reasonable attorney's fees), fines, expense, and liability 

that Client may suffer or incur as a result of OneTrack's breach or non-compliance with this DPA or applicable Data Protection Law; 
provided, however, that OneTrack's aggregate obligations and liability under this Section 6.2 and this DPA shall not exceed the 
Liability Cap set forth in the Agreement. 

6.3. If Data Protection Law or a government authority deems that the transfer or Processing of Client Personal Data under this DPA is no 
longer lawful or otherwise permitted, then the Parties agree to remediate the Processing (by amendment to this DPA or otherwise) 
to meet the necessary standards or requirements. If OneTrack is unable to remediate the processing, then Client will be entitled to 
terminate the Agreement (and any other agreement between the Parties relating to the provision of services by OneTrack to Client) 
in accordance with the termination provisions of Section 11 of the Agreement. 

6.4. Notwithstanding any other provision in the Agreement or this DPA, OneTrack’s obligations under this DPA will survive so long as 
OneTrack or its Sub Processors Process Client Personal Data.  
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EXHIBIT A1 – DESCRIPTION OF PROCESSING 
 

Description of Processing 
 

1. The categories of Data Subjects whose Personal Data is Processed shall include the following, unless specifically defined in the 
Agreement (together with any statements of work): staff (e.g., employees, contractors), customers, and other business contacts, 
subcontractors and agents, consultants, and prospects of Client  
 

2. The categories of Personal Data Processed shall be limited to business contact information of Authorized Users and designated 
project contacts, consistent with OneTrack's stated data handling practices and as further described in OneTrack's then-current 
SOC 2 Type 2 controls. Such data may include: name, email address, employer name, business role, professional title, 
department, and business contact details. OneTrack's Solution and applications are not designed or intended for the upload or 
processing of Sensitive Data (as defined in this DPA). In the event that Client or any Authorized User inadvertently submits 
Sensitive Data through the Solution, OneTrack shall promptly notify Client upon becoming aware of such submission, and the 
Parties shall cooperate to promptly delete or otherwise appropriately protect such data. Any Sensitive Data that is incidentally 
processed shall be subject to strict purpose limitation, access restrictions, and appropriate technical and organizational security 
measures consistent with OneTrack's SOC 2 Type 2 controls and security obligations under Section 5 of this DPA. 

 
3. Personal Data shall be Processed and transferred on a continuous basis for the Term of the Agreement. 
 
4. OneTrack shall Process Personal Data in its provision of the Services pursuant to the terms of the Agreement. 
 
5. The purpose(s) of the Personal Data Processing and transfer shall be to provide Services as described in the Agreement and/or 

applicable statement of work or order form. 
 
6. The period for which the Personal Data will be retained shall be the Term of the Agreement or for a shorter period, as instructed by 

Client. 
 

7. For transfers to Sub Processors, the subject matter and duration of the Processing is as outlined above. The nature of the specific 
subprocessing services is as further described in the Sub Processor List provided by OneTrack. 
 

8. As of the Effective Date of this DPA, OneTrack engages all of the following approved Sub Processors in the delivery of its cloud 
services: listed on www.onetrack.ai/subprocessors (the “Approved Sub Processors”). OneTrack shall maintain a current Sub 
Processor list, accessible via OneTrack's website at www.onetrack.ai/subprocessors. 
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EXHIBIT B 
OneTrack Service Levels and Support Process 
 
1. Reporting Issues and Response Time. 

(a) Reporting Issues and Submitting Requests 
i. Initiate a Support Request via OneTrack Knowledge Base under General Support Request 
ii. Email OneTrack support at: support@onetrack.ai 

(b) Support Incident Handling 
i. The OneTrack Resource receiving the Incident shall determine root cause of the issue. Client may be required to 

submit data, information, or media to support the initial determination. 
ii. After the initial determination, the OneTrack Resource shall acknowledge the issue and type of issue 

(“Acknowledgement Time”). 
iii. The OneTrack Resource shall use commercially reasonable efforts to fulfill its applicable support tasks and 

respond to the request within the timeframes specified in this Exhibit. 

2. OneTrack Platform Downtime Response & Resolution. 
 

Premium SLA    

Priority Definition / Examples Acknowledgement 
Time 

Response Time 
Target 

Schedule 

1 System is in a down state for all users, meaning 
the OneTrack Platform is completely unavailable 
or inaccessible. Complete loss of service or 
severe impairment of system functionality such 
that operations cannot reasonably continue, 
causing a direct and material Client business 
interruption that prevents Client from accessing 
or using core Platform functionality. 

1 hour from receipt of 
notice 

4 hours 24/7 

2 System is seriously impaired, causing a slow-
down of Client business operations. 

4 business hours 1 business day Business Hours 

3 System is in a functional state with minor issues 
that do not materially impact Client's use of the 
OneTrack Platform. Authorized Users experience 
and report an issue, but an available and 
reasonable workaround exists that allows 
continued use of core functionality; no material 
slow-down or interruption of business operations. 

1 business day 5 business days Business Hours 

Standard SLA    

Priority Definition / Examples Acknowledgement 
Time 

Response Time 
Target 

Schedule 

All All requests for assistance by Authorized Users; 
OneTrack's response to all system-generated 
trouble tickets 

1 business day from 
receipt of notice 

5 business days Business Hours 

 
 

https://onetrackai.notion.site/General-Support-Requests-f06921eebf5840e8998a101b4379ea42
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